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Introduction

There is no common global definition of information privacy across financial markets. It has different definitions with different requirements across numerous distinct legal and regulatory frameworks. A financial institution subject to the laws of the jurisdictions where it transacts business must know what these laws are and how its business processes and technology platforms function, if it is to comply. Compliance is not always possible, but risk impact needs to be assessed and managed.  Privacy protocols vary by jurisdiction and by what sector governs the business. Today, information privacy in financial markets is a chequerboard of legislation and political issues coloured by cultural differences and data protection priorities.
The terms data protection and information privacy often cause confusion. Data protection usually refers to the statutory rights of individuals in European Union (EU) member states to control access to their personal data; in the USA the term is often used in information technology as a data security term. Information privacy sometimes covers all types of information but at other times is used to refer only to personal information. Personal information is data that, when put together, will identify a person in his or her private non-public self. In the financial sector, privacy information regulation has different definitions and scope such as non-public personal information, customer and/or consumer information and employee information, which includes a subset of sensitive personal information about, for example, health, race or religion. Information privacy is also used more inclusively to refer to the broad body of information that warrants secure protection, whether corporate or personal data or a combination of both. 
Privacy considerations and security requirements make it essential for organizations to understand the prospective use of their data, whether it is personal information, proprietary information, intellectual property, trade secrets or simply residual vendor-generated data. A financial institution needs to know who has access to its data and what kinds of data are used, by whom and for what purpose. It must also know what data it has that has value and warrants protection for either regulatory or risk reasons and then assure appropriate levels of care and control over its location, maintenance, retention and disposal.
A transformation of the global privacy landscape is now occurring as a result of new regulation, legislation, rapid changes in business processes and advances in technology. These trends are interconnected, and their interconnectedness also entails greater dependence on the Internet and significant evolving threats in cyber intrusion, information theft and identity theft. For a financial institution, privacy and safekeeping requirements grow with the increasing complexity of global markets, advances in the use of new technologies, the desire to improve and procure new financial products and, most importantly, because of a fiduciary duty to maintain and assure the integrity of corporate, customer and employee information.
Without an effective programme to safeguard its information, a financial institution faces significant risks that it may fail to comply with regulatory requirements. It risks incurring substantial financial loss as well as damage to its reputation. The dynamic and potentially mutable nature of data and the need for financial institutions to manage regulatory, financial and reputational risk require that institutions address the issues in a fundamental and functional manner. A further complexity is that global regulatory regimes address information privacy, data protection and data security in numerous and, at times, divergent ways; the practical implications of adhering to multiple conflicting privacy regimes are challenging. At the core of meeting all these challenges are the principles of a strong and effective records management function, with the focus on safeguarding the confidentiality and integrity of an institution’s information. How the financial sector’s privacy requirements affect and relate to records retention is rooted in defensible and practical approaches that manage risk, provide evidence of compliance and demonstrate robust controls over important information flows. 
Information privacy protection in the financial services sector  
Financial markets are highly regulated. They act as custodians of, process and maintain the capital of individuals or companies and play a key role in supporting global economies. Integrity, accuracy, reliability and trustworthiness of information and records are critical to the transparency and stability of global markets. In the USA, the cornerstone of these principles is known as ‘books and records requirements’. Strong books and records controls are vital in information integrity and risk management. Financial markets regulate the retention of business information and mandate its safeguarding. The Internet and the dynamic nature of digital information increase both the complexity and the volume of information and transform how records that offer evidence of business activities need to be identified, maintained and retained. They also increase the complexity and challenge of managing seemingly contradictory legal and regulatory privacy and retention requirements across multiple jurisdictions.
A rapidly growing body of law and regulatory findings is setting standards of reasonableness that financial institutions should be aware of and stay informed about so that they can continue to assess the defensibility of in-house privacy and security practices over time. Additional requirements can be found in a range of sources such as constitutional law decisions, contracts, case law, torts, employment regulations and enforcement actions. This chapter offers a high-level review of major privacy regulation regimes in the USA which impact upon the financial sector.

Privacy regulation in the USA
Privacy in the USA has historically been sector-based to protect consumers’ financial or credit-related information. Legislation grew over time to limit the disclosure of personal financial information to third parties. Regulation is increasing due to identity theft and cyber-security threats. US financial services regulations are complex and overlapping, but a few major ones are summarized below.
Federal laws and related regulations

The Financial Services Modernization Act of 1999, also known as the Gramm-Leach-Bliley Act (GLBA), applies to US institutions engaged in a broad range of financial activities. It is enforced by regulatory bodies and in particular by the Federal Trade Commission if a financial institution is not under the control of another regulatory agency. The GLBA states that a financial institution has ‘an affirmative and continuing obligation to respect the privacy of its customers and to protect the security and confidentiality of those customers’ non-public personal information’. It establishes a baseline for how financial institutions should handle customer information; individual US states can also establish their own higher or more rigorous standards.
The GLBA defines protected information as ‘non-public personal information’ (NPI). NPI is interpreted broadly by regulatory agencies responsible for issuing guidelines and for enforcing the GLBA. It can include any data or combination of data that, used collectively, could lead to the identification of an individual customer or consumer.
Two major requirements exist under the GLBA:

1. Financial institutions must maintain privacy policies that provide a clear and conspicuous description of their NPI collection and information use practices. Privacy notice obligations vary depending on whether the information concerns a customer or a consumer. A customer is a party with an ongoing relationship with the institution and a consumer is considered a party with which the institution undertakes a one-off limited transaction. Customers must receive a privacy policy upon establishing the account relationship and annually thereafter. Consumers must receive a privacy policy with an option to opt out if the institution wishes to share the information with non-affiliated third parties (although this requirement is subject to limited exceptions). Further details can be found on the model privacy notice form developed by US federal regulatory agencies, www.ftc.gov/opa/2009/11/glb.shtm.
2. Financial institutions must also operate an information safeguards programme. This requirement provides that an institution must establish and maintain a programme to manage and secure personal financial information. The programme must be appropriate to the institution in size and complexity. It should ensure the security, confidentiality and integrity of customers’ financial records, a requirement that pertains to both electronic and paper records. The institution should designate a responsible employee, conduct a risk assessment, and structure a programme that will effectively manage the safeguarding of NPI and implement changes as necessary. 
The Fair Credit Reporting Act (FCRA) of 1970, with subsequent amendments, regulates credit reporting agencies and users of credit reporting agency information. It is aimed at protecting consumers’ credit-related personal information and how that information is used.  The objective is also to oversee that credit rating agencies maintain accurate and correct credit information. Although the FCRA is not related to the GLBA, it does contain similar and overlapping privacy notice requirements for sharing with third parties. Adverse action taken by a credit rating agency or a user of information requires notice but, unlike the GLBA, the FCRA protects employees and employee consent must be obtained in most situations. The FCRA restricts the use of consumer credit information to specific limited permissible purposes.
The FCRA limits credit rating agencies’ ability to share consumer credit reports with third parties and stipulates that they can do so only if certain purposes provide a foundation for doing so. The FCRA privacy notices, like those of the GLBA, require clear and conspicuous disclosure as to the policies and practices of a consumer credit rating agency in obtaining consumer report information. The FCRA also requires creditors and insurers asking for pre-screened lists to maintain the pre-screening criteria on file for three years from the date when offers are made to consumers.

The Fair and Accurate Credit Transaction Act (FACT Act) of 2003 amended the FCRA to include provisions for protection against identity theft as well as requirements to protect consumer information.  The FACT Act requires an organization to notify consumers if and when its practices may result in sharing consumer information with non-affiliated third parties for marketing purposes. The privacy notice must include an opt-out provision for consumers who choose not to allow the sharing of their information. 

The ‘Red Flags Rule’ of the US Federal Trade Commission (FTC) amended the FACT Act by requiring institutions with ‘covered accounts’ and creditors to implement controls to protect creditors from identify theft. The rule was introduced in response to the significant increase in identity theft and other cyber-related financial crimes. Essentially it demands a written safeguard programme with ‘reasonable’ policies and procedures to prevent identity theft. It requires businesses such as ‘those which relate to credit and/or payment systems’ to have processes and procedures in place to detect the risk of theft, fraud or suspect use of creditors’ information. 

The Federal Trade Commission Act of 1914, with subsequent amendments, declared that unfair or deceptive trade practices are illegal. The Act gives the FTC authority over a broad swathe of consumer protection laws and oversight of trade regulations. The FTC also protects consumers’ privacy interests that are endangered by trade practices that it determines to be unfair or deceptive. The FTC has fined and sanctioned companies for misrepresentations made to consumers. Historically, failure to adhere to privacy policies and poor data security procedures that fail standards of reasonableness have also led to fines and sanctions by the FTC.  
The US Securities and Exchange Commission (SEC) Regulation S-P, FTC disposal laws and state disposal laws all require appropriate procedures for disposing of protected information as defined by the legislation. Regulation S-P is the SEC’s set of requirements that is in keeping with the GLBA but goes further in regulating the secure disposition of consumer credit reports and customer information. It proposes more stringent ‘customer information disposal requirements’ and broadens the scope of information covered. It also requires that controls be reviewed and audited to prove they are effective and that evidence of compliance with requirements be retained. Included in proposed changes is a SEC data breach notification requirement. More US states with data breach and identify theft legislation are also requiring appropriate retention and disposition of regulated protected personal information. 
The Sarbanes-Oxley Act of 2002 invokes information privacy requirements indirectly by requiring companies to attest and certify that they maintain appropriate safeguards that assure the integrity and accuracy of their information and financial reporting systems. The Act aims to create transparency and accountability of public companies’ books and records so that accuracy of information can be relied upon. It also requires effective retention and preservation of records through the course of a government investigation; failure to keep accurate records and failure to preserve when necessary can result in criminal penalties. The Act requires information technology controls and an appropriate information security programme to provide evidence that proper security measures are in effect for the control of financial information reporting systems.  
Other federal proposals and bills that were pending at the time of writing include the Cyber Security Act, aimed at protecting global commerce from cyber intrusion and loss, the Data Accountability and Trust Act, the Personal Data Privacy and Security Act, the Data Breach Notification Act and the Wall Street Reform and Consumer Protection Act (which includes the FTC Improvements Act). 
US state laws
State privacy, identity theft and/or data breach laws have grown rapidly in an effort to protect against identity theft and e-commerce cyber-security events such as phishing, pharming, malware intrusion and data breach.  In the USA, 48 states now have some form of privacy, security and/or data breach related identity theft law. Many of these state laws require procedures that protect personally identifiable information, with some pertaining to both digital and hard-copy information and several including data destruction requirements. At present there is
no uniform federal framework either for privacy protection or for breach notification.
California, a pioneer in protecting privacy and information, includes a right to privacy in its state constitution. Massachusetts has a rigorous information protection requirement that covers the entire lifecycle of the management of personal information. Like Nevada, Massachusetts also requires secure encryption measures to provide protection of personal information. State data breach laws are merging privacy, data security and data disposition requirements. The lack of uniformity across state laws has also been a catalyst to public and private concerns for finding a more common information protection protocol.
Regulation of the payment card industry

Payment card industry compliance is another growing area of privacy or data security standards control which some states have adopted as well. Financial institutions and other businesses must conform their credit card processing practices and security measures to the relevant standard.  The Payment Card Industry Data Security Standard sets out the requirements identified for organizations to access, transmit or use credit card data according to an established set of secure processes.  The Payment Card Industry Security Standards Council was established to oversee security standards in the industry and to look at improving payment security throughout the transaction data cycle.
US privacy regulations and records retention obligations 
Many of the above regulations require notice and appropriate safeguards to protect and secure both personal information and important corporate information. From a records retention perspective, a financial institution needs to know the impact of these regulatory requirements on its business and retain related records. Whether explicit as part of a financial institution’s ‘books and records’ requirements or included as part of a risk retention profile, the institution needs sufficient records to demonstrate compliance. Depending on the risk sensitivities, it will want to include any material documentation that supports the defensibility of its approach to handling these issues. Whether the issue is data breach investigation, log file security, or employee education, the institution should retain adequate records to be able to show the reasonableness of the decisions it made and the defensibility of its actions in the event of regulatory or legal scrutiny. 
The records retained should show policy and procedures in place, as well as the processes and training used to accomplish compliance with the regulations. Also important are the retention of records that track key changes or new developments and the ability to demonstrate that the institution has managed these same issues in relation to third parties and outsourced functions.
In sum, a financial institution addressing its records retention must know what records or data are personally identifiable or proprietary, and what controls must be applied to adhere to regulations and assure the appropriate level of protection. Underlying all this is the fact that information flows must be mapped and identified with owners and purposes so that both privacy requirements and records management requirements can be cohesively and effectively managed.
Harmonizing disparate regulatory interests with privacy protections
The disparate requirements of diverse regulatory frameworks create a legal and compliance challenge. Many financial institutions are centralizing infrastructure technology and resources such as data centres in one jurisdiction and using them to store data from several other jurisdictions. Data originating in the USA but stored in other jurisdictions may be subject both to US regulations and to (possibly conflicting) local regulations in the locality where it is stored. Equally, non-US financial institutions with subsidiaries, offices or branches in the USA face demands for compliance with stringent US laws which may conflict with privacy expectations in their home territory. When regulatory requirements appear incompatible, how does a financial institution conducting global transactions adhere to one set of requirements without breaching the other?
A number of US laws may give rise to such concerns. For example:
1. The Patriot Act of 2001 and the Foreign Corrupt Practices Act of 1977 are US laws whose regulatory reach often extends beyond the USA for SEC-registered companies. In the interests of intercepting and obstructing terrorism, the Patriot Act demands diligent review of customer and employee backgrounds and ongoing surveillance of business activity. Pressure for global markets to co-operate against money laundering, tax evasion and terrorism is broadly welcomed across jurisdictions, but compliance with this Act may require extensive collection and review of personal information and raise concerns that personal privacy rights in other jurisdictions are outweighed in favour of US regulatory interests. The Act has created a more complex operating environment for multinational corporations, with many other jurisdictions enacting ‘safe harbour’ or specific disclosure provisions to restrict the flow of personal information outside their borders in order to prevent personal information being disclosed to organizations that could be subject to the Patriot Act.
2. The Securities and Exchange Investment Act of 1934 regulates SEC-registered broker-dealers. The Act’s rules 17a3 and 17a4 are the ‘books and records’ retention requirements for US-registered broker-dealers. Other SEC rules oversee similar requirements for investment advisor, mutual funds and other investment activity. The SEC rules are important because under the ‘books and records’ requirements broker-dealers must retain e-mail and other electronic communications under the ‘business as such’ requirement. SEC rule 17a4 dictates that electronic records be stored for three years in a ‘Write Once Read Many’ (WORM) environment, or a WORM-like environment. US broker-dealers’ foreign branches are expected to adhere to the same requirements. Use of WORM storage media is intended to assure the trustworthiness, accuracy, integrity and reliability of records, but may impede compliance with EU or other privacy requirements for rectification of inaccurate data or for deletion of data no longer required for recognized business purposes. Privacy protection and ongoing proper notification must be afforded to non-US customers and employees so that their data protection rights are addressed. 

3. The Sarbanes-Oxley Act of 2002 also gives rise to competing regulatory interests that challenge privacy within the EU. France objected to the reach of Sarbanes-Oxley ‘whistle-blowing’ protection that could prevent EU nationals from knowing what data had been collected about them. Equally, broad retention of data to meet Sarbanes-Oxley requirements may result in non-compliance with EU data protection rules.
The US Financial Industry Regulatory Authority oversees broker-dealer activity as well as anti-money laundering and ‘know your customer’ requirements. Overseas offices of US institutions must address these requirements with local regulatory authorities and shape policies to balance competing regulatory and privacy interests.  Complex financial institutions are also challenged because of different regulatory regimes for privacy and varied ‘books and records’ requirements within the USA. For example, the Federal Reserve, the Office of the Comptroller of the Currencies, the SEC, the Federal Deposit Insurance Corporation and the FTC all require full compliance, as do Acts such as the FCRA and the FACT Act, yet the absence of a harmonized set of requirements raises risk and expenses.
The severity of US courts’ sanctions and regulatory fines have pushed US financial institutions to ensure that they secure all information potentially required to fulfil legal obligations and to manage significant reputational risk issues in the USA. The result, in conjunction with large increases in the use of electronic communications, is often ongoing blanket retention of data stores, many of which are likely to contain personal data in violation of EU data protection principles.

The US Federal Rules of Civil Procedure pertain to civil litigation matters and are followed in many respects by US regulatory authorities in the course of examinations and investigations. The US discovery rules challenge several EU data protection principles, some of which were under review at the time of writing. Legal hold preservation requirements for regulatory proceedings and/or US litigation challenge the requirements for limited purposes of collection, rights to rectify and timely disposition of data under EU principles. The scope of pre-discovery collection and disclosure is also a concern and the onward transfer of the results of discovery across jurisdictional boundaries may raise additional concerns. 
Best practices to address these difficult issues need to be assessed closely with particular attention to the needs of the matter and local regulatory requirements. Reasonable steps in limiting the data that is recovered, restored, searched and reviewed are important. As a minimum, it is necessary to understand the interests at stake, to know what legal mechanisms, if any, allow for data transfer and to assure adequate safeguards throughout the process.
Cyber financial markets and jurisdiction-less compliance
The interconnectedness of the web-based digital world and new trends in behavioural marketing, search engine optimization and artificial intelligence are important business innovations that impact on global financial markets. Concerns about data breach, identity theft, cyber-security intrusions, malware and hacking of proprietary and trade secret information have increased regulatory oversight in the financial industry. The growth of Internet-dependent business practices, online banking, Web 2.0 applications, Software as a Service (SAS) and cloud computing have increased US law enforcement and regulatory concerns across global  jurisdictions. Additionally, outsourcing of business and technology has increased regulatory oversight of service providers, with further concern about personal and sensitive proprietary data. Financial institutions are responsible for their service provider’s data privacy and data security practices and must monitor these practices to ensure that they meet regulatory safeguard standards.  

US Federal Rules of Evidence discovery obligations require that service provider data be maintained with adequate retention and safeguard procedures. Privacy, information security and regulatory retention requirements must be included in legal agreements executed by financial institutions. In the USA (and in the EU), courts and governments continue to make laws that establish a duty of care for information security and provide legal remedies for failure to do so. The common underpinning of the diverse regulations is the requirement to know what information you have, where it is located, and what level of protection it warrants. 

The growing jurisdiction-less global Web 2.0 economy is both an opportunity and a challenge. At present, privacy legislation across global markets is enacted at country or state levels in ways that give rise to numerous burdensome choices, conflicts and inconsistencies; this alone creates risk and depletes resources. Both public and private sectors recognize a need for a globally harmonized regulatory approach that will provide information protection based on secure but borderless principles and standards.  
Conclusion 

Information in different contexts has varying values and it is crucial to know the value of information relative to its risk. Risk needs to be understood and assessed so that it can be managed. Key criteria need to be evaluated on multiple fronts, including inappropriate access, cyber-theft of information, infrastructure weaknesses, identity theft, loss of service, unsearchable data, loss of integrity and authenticity, inaccessibility and random data stores of lost business intelligence. An information governance framework should be anchored in a core functional records management architecture. As well as data security standards, global records management standards will help global market franchises to protect their capital, good will and reputation.
The ways we think about privacy and what it means today are changing. Future regulation addressing privacy needs to be considered more broadly; law and technology must come together in new ways to establish standards that demonstrate reasonable and defensible information risk practices. In 2010, in response to this shifting notion of privacy, the Federal Trade Commission was conducting a review of what privacy means and what protections consumers should be afforded.
Financial institutions need global privacy policies based on minimum standards across multinational jurisdictions; these in turn require base-level security standards, self-assessment and audit to certify their compliance. Institutions must also emphasize pragmatic risk-based retention policies incorporating data protection principles, so that they can adapt quickly to new market activity and innovation in business practices.
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